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1. MonyynTb yHUBEPCANbHDbI KOHOUT, KOTOPbIA MOXHO NErKo U 6bICTPO
pa3BepHYTb B JIDOON CPeHECTATUCTUYECKOW KOMMAHUH

2. He 3a6biBaTb HAaCTPOUTb MEIOYM, KOTOPbIE Ha NepBbIii B3rNs4 HE BULHO, HO
HY)XHDbl

3. MIMeTb BO3MOXHOCTb 6bICTPOro pa3BepTbiBaHMSA MPU MAcCOBbIX MOCTaBKax
060pyaoBaHuUsA Unu rnobanbHbIX CH0AX

4. VIMeTb CTPYKTYPUPOBAHHYIO M MOHATHYIO 623y ANS eXXeHEBHON U PYTUHHOM
HaCTPOMKM, TMOKO U3MEHAEMYIO NOA MHAUBUAYANbHbIE TPEOOBAHNA KNUEHTA

5. MUHMMM3MPOBaTb BO3MOXHbIE OLIMGKM M OMEeYaTKM Npu KOHOUTypMpoBaHUm
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13 yero e cOCTONT YyHUBEPCaNbHblili KOHPUr?

1. 3aBopckas KoHpurypauus ot komnanuu Mikrotik

2. HebonbLOii THOHUHT CUCTEMHbIX NapaMeTPOB

3. PacwwupenHas HacTpoiika Firewall n 6esonacHocTu cetu

4. TMoprotoBka MHGPaACTPYKTypbl ANs Cebn

5. YHuBepcanbHas MMHUManbHasa HacTpoika QoS

6. LLlabnoHbl ans 6oicTporo 3anycka cepsucoB VPN, CAPsMAN, TFTP
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HO‘-IEMY 6bl He 0CTAaHOBUTLCA Ha 3daBOACKOM KOH(I)MFE?

1.
2.
3.

Ero ,OCTaTOYHO A1 MepPBOHAYaNbHOro 3anycka
Y Hero He nnoxas 6e30MacHoOCTb
C Hero MoXXHO HauMHaTb NPaKTUYECKOE NH60E BHEAPEHME

MoaxoauT ANs HOBUYKOB M 3HAKOMCTBA C 060PYA0BaHNEM

Ho...
Ham Hy)XHO 60onbluee!
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2. Tionunr «Default config by Mikrotik» s v
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1. TCP established timeout pnutenbHocTbio 24 yaca

He Bcerga coepuHeHus KOPPEKTHO 3aKpbiBakOTCA. KOpOTKVIe ceccuun oonro sucAaTt
3aHNMada onepaTuBHYO NaMATb.

/ip firewall connection tracking print

max-entries: MakcuManbHoe konnyecTBo 3anuceit B Connection tracking. Moxet
6bITb YBEIMYEHO NMPU HEOOXOAUMOCTU €CNU eCTb CBOGOHAs onepaTUBHas NamMaTb

total-entries: Tekyuiee konuyecTBo coeanHenmii B Connection tracking

YCTaHOBUTbL MeHee ANNTENIbHOE BPEMS XXM3HU COEANHEHNUS
/ip firewall connection tracking set tcp-established-timeout=1h
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2. TioHunr «Default config by Mikrotik»

@ meoroz@10.10.1.1 (Cloud_GW) - WinBox v6.43.13 on CHR (x86_64) a >
Session Settings Dashboard
© |[cx] | safe Mode | ession:[1010.11]
A Quick Set
|8 Intefaces Fiter Rules NAT Mangle Raw Service Pots Connections | Address Lists Layer7 Protocols
o Bridge | || | Tracking | e m— ([ Tracking |
% PFF T g
= Src. Address Dst. Address < ho./Reg v
°8 Mesh [SCF 5924135 82198.171.162 Enabled: [Z8d1 = 0ME «
sc 5924135 82.198.171.162 B.s MiB)
5 P s 5904138 17821811255 TCP Syn Sent Timeout: [00:00:05 b.7 MiB/
¢l IPv6 SCF 5924135 178.218.112.55 . (0000 3 MiB/1
= Aot SC 5924135 178.57.84.86 [rctin Hocorved Trusout 100-00.05 k5.5 K
% Rouing SCF 5924135 79.135.239.246 | TCP Estabished Timeout: |01:00:00 D.1 MiB
£ System SCF 5924135 178.57.84.86 - k705K
@ Queves SCF 5924135 91.77.168.56 TCF Fin Wak Timeout: | 00:00:10 p535M
SCF 592413 213.859.229 Ps7.3k
= P Ti :00:1 |
3 Fies SCF 552413 217.76.37.200 TTCP Close Wat Timeout: 000010 s g1
Lo SCF 5924135 178.209.123.114 TCP Last Ack Timeout: 00:00:10 5705 ki
—! SCF 5924135 94.159.34 .86 p84.6 K
 RADIUS sc 59.24.135 213.85.9.228 TCP Time Watt: |00:00:10 p87 Kk
8 sc 59.24.135 91.77.168.56 Bo1.5 M
N Tools SAC 5924135500 217.76.37.200:500 TEP Close. b8 2 i
) New Teminal SAC 59.24.135.:500 91.77.168.56:500 | TCP Max Retransmit Timeout: yo.0 k8
| Make Supout i [|SAC 5924135500 94.159.34.86:500 5.2 Kig
= SAC 5924135500 178.57.84.86:500 TCP Unacked Timeout: |00:05:00 B9.3 KB
@ Manual [sAC  5.9.24.135:500 178.209.123.114:50 be.2 kig
@ New WinBox SAC  5.9.24135500 213.85.9.229:500 UDP Timeout: |00:00:10 b8.2 KiB
- SAC 5924135500 £2.198.171.162:550( 5.9 Kig
B & sc 592413540648  213.133.98.98:53 UDP Stream Timeout: |00:03.00 bBA1T
|SC 5.9.24.135:51498 213.133.98.98:53 PB/1 171
SACFd  5.9.24.188:42952 5.9.24.135:10051 ICMP Timeout: |00:00:10 b7B/30 |
SACFd 592418842962 5.5.24.135:10051 F78/30 «
. Generic Timeout: |00:10:00 [o
215 items Max Entries: 934504
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2. DHCP Lease Time Bcero 10 MuHyT

B peakux cnyyasix 6b1BatoT NpobeMbl Npyu 06HOBNIEHUM apeHA0BaHHOrO IPy
HEKOTOpbIX cneunduuHbIX yCTPoiicTB. YacTo BCTpeyaeTcs y npoaykuuu Apple.

YcTaHOBUTL 60/1€€ ANIMTENbHOE BPEMS apEH[bI
/ip dhcp-server set [find name="defconf"] lease-time=3d

| DHCP Server <Default> =1 3
DHCP | Networks Leases Options Option Sets Alerts Name: IEENY
#| = &% T||DHCPConfig | DHCP Setup Interface: |bridge novlan ¥ Cancel

Name Interface Relay Lease Time Address Pool  |Add AR... Relay: - Apply
Default bridge novlan 3d 00:00:00 defautdhcp  no
I Lease Time: | 3d 00:00:00 I
Disable
Bootp Lease Time: |forever s \T‘
Py
Address Pool: | default-dhcp + =
) emove
DHCP Option Set: A

10
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3. MAC Ha Bridge konupyeTtcs ¢ nepBoro y4yacTHuka aToro Bridge.

Ho, nHorga, npu ucnonb3osavuu VLAN MAC-Tabnuua gomkHa 6biTb YyHUKaNbHa.

PewweHune
YctaHaBnueatb Admin MAC oTnunuHblii oT gpyrux MAC aapecoB Ha YCTPOUCTBE.
CospgaHue HOBOro 6puaxa:
/interface bridge {
add name=bridge1
set bridge1 auto-mac=no admin-mac=[get bridge1 mac-address]

}
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2. Tionunr «Default config by
Mikrotik»

New Interface

Genersl STP VLAN Status Traffic

Ageing Time:

Name:
Type:
MTU:
Actual MTU: |
L2 MTU: |
MAC Address:
ARP:

0]
%]

i

ARP Timeout: |
Admin. MAC Address:

: |00:05:00

(] IGMF Snooping
[] DHCP Snooping

\v| Fast Forward

enabled

— [ roo |
Comment
Copy
: Remove
enabled | i [KI

Interface <bridge1>
General

Name:

Type:

MTU:

Actual MTU:

L2 MTU:

MAC Address:

ARP:

ARP Timeout:
Admin. MAC Address:

Ageing Time:

STP VLAN Status Traffic

-

— [ Aeoly

1500 F—

— Copy

FE:2B:AC:64:FO:EB Femove

o * Torch
|+

FE:2B:AC:64:FO:E8

00:05:00

] IGMP Snooping
(] DHCP Snooping

v| Fast Forward

enabled

running
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4. OTKNOYaeM He UCMONb3YeMble CITyXObl

PewweHune

/ip service {

set telnet disabled=yes
set ftp disabled=yes

set www disabled=yes
set api disabled=yes
set api-ssl disabled=yes

}
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5. OtkntoyaeM He ucnonbayemsble helper bl (ALG unu service port)

PewweHune

/ip firewall service-port
set ftp disabled=yes
set tftp disabled=yes
set irc disabled=yes
set h323 disabled=yes
set sip disabled=yes
set pptp disabled=yes
set dccp disabled=yes
set sctp disabled=yes
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6. lebonTHbIM Nnonb3oBaTenb admin 6e3 napons.

OcTaBUTb HENb3S UCrpaBuTb.

PewweHune

MepemmeHoBbIBaeM nosib3oBatens admin, MeHsieM Naposb.
/user add name=newadmin password=adminpass group=full
/user remove admin
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7. Mo ymonuanuto npasuna NAT He paboTatoT U3 NIOKaNbHOM CETH.

Wiki Mikrotik npepnaraet peweHnue Hairpin NAT
(https://wiki.mikrotik.com/wiki/Hairpin_NAT).

Ho Heob6xoaumo co3paBaTb Source NAT npaBuno nog Kaxaoe npaBuiio «npobpoca
NOPTOB». ITO HE COBCEM Y0OHO rPOMO3LKO.

PeweHne
Caenatb «QUHT ylwaMu» - 04HO rnobasnbHOEe NPaBUo.

/ip firewall nat add chain=srcnat action=masquerade out-interface-list=LAN src-
address-list=LocalNet comment="NAT loopback masquerade for LAN”


https://wiki.mikrotik.com/wiki/Hairpin_NAT
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2. TioHunr «Default config by Mikrotik»

P - 8

\/_Internet}
\ﬂ\

192.168.0.5/24 src=192.168.0.10:80
dst=192.168.0.5
) X-
=\
Komnsiotep

*cTOYHNK n306paxKeHnin canT Spw.ru

F D)
RealY

{ Inter

N

)

]
Komnetotep —
192.168.0.5/24 WWW-Cepsep
192.168.0.10/24
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Kak aTum nonb3oBatbca?

B Address List LocalNet fo6aBnsemM Halwm nokanbHble NOACETU
/ip firewall address-list add address=192.168.0.0/24 list=LocalNet
B Address List WAN_ISP1_IP1 no6aBnsieM Hall BHewwHWii IP agpec
/ip firewall address-list add address=1.1.1.1 list= WAN_ISP1_IP1
paBuno «<npobpoca nopTa» BbIFNAANUT TaK

/add action=dst-nat chain=dstnat dst-address-list= WAN_ISP1_IP1 dst-port=80
protocol=tcp to-addresses=192.168.0.10 comment="Example of port forwarding”
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7. NTP KnueHT pe3oniBUT f,OMEHHble UMeHa CepBepoB TOJIbKO OAMH pas.

PelwieHue

Wcnonb3oBatb ckpunT ¢ wiki.mikrotik.ru, HeMHOro ynpocTus ero

/system script add name=NTPServerUpdate policy=read,write,test source="
local ntpcura [/system ntp client get primary-ntp];

2local ntpcurb [/system ntp client get secondary-ntp];

2local ntpipa [:resolve 0.ru.pool.ntp.org];

2local ntpipb [:resolve 1.ru.pool.ntp.org];

:if (Sntpipa != Sntpcura) do={/system ntp client set primary-ntp="Sntpipa";}

:if (Sntpipb != Sntpcurb) do={/system ntp client set secondary-ntp="$ntpipb";}"
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N co3paem pacnucaHue Ans 3anycka pesepBHOr0 KONMpoBaHUs
/system scheduler add \

comment="Check and set NTP servers" \

disabled=no \

interval=12h \

name=CheckNTPServers \

on-event="/system script run NTPServerUpdate” \

policy=read,write,test \

start-date=jan/01/1970 \

start-time=07:00:00
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3. Firewall u 6e3onacHocTb ceTH RGQI s .

1. Hannune oteeta Ha PING ¢ WAN nopToB B pasbl NOBbILIAET LWAHCbI MONacTb Noj,
npuuen 3710yMblLLIeHHUKOB

PewweHune
3anpetutb ICMP otBeTbl ¢ WAN noptoB B uenoyke INPUT n otkntountb MAC Ping

/ip firewall filter add chain=input action=drop protocol=icmp icmp-options=8:0 in-
interface-list=WAN src-address-list="!AllowIPRemoteManagement" comment="Drop
IN echo request«

/tool mac-server ping set enabled=no
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3. Firewall u 6e3onacHocTb ceTH RGQI s .

2. Haxogsicb B OTKpbITOii CETW Mbl MOCTOSIHHO MOABEpPraeMcsi NomnbiTKam
NOAKNIOYMTBCA K CTaHAapTHbIM NOPTaM PacnpocTPaHeHHbIX CYX6 U NPOTOKOIOB

Pelwienne
OTnoBuTb U 3a6/10KMPOBATb TeX, KTO MbITaeTCs 370 cAenatb

/ip firewall filter add chain=input action=add-src-to-address-list in-interface-
list=WAN src-address-list="INotTrapsIP" protocol=tcp dst-
port=5060,5061,4569,3389,8291,22,23,389,445,53 connection-nat-state=!dstnat
address-list=TrapAddress address-list-timeout=3d comment="Trap for TCP traffic”
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3. Firewall u 6e3onacHoCTb ceTH RGQI s .

UDP Tpaduk He ucknroueHue

PewweHune
Takoe xe npasuno ana UDP Tpaduka

/ip firewall filter add chain=input action=add-src-to-address-list in-interface-
list=WAN src-address-list="INotTrapsIP" protocol=tcp dst-
port=5060,4569,389,53,161 connection-nat-state=!dstnat address-list=TrapAddress
address-list-timeout=3d comment="Trap for UDP traffic"



& ./}
Mikror ik
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Bnokupyem Bce cobpaHHble IP agpeca B Firewall Raw

/ip firewall raw add action=drop chain=prerouting src-address-list=TrapAddress
comment="Drop Address from Trap”

He 3abyabTte nob6aButb B Address List NotTrapsIP agpeca u3 «benoro cnucka»
/ip firewall address-list add address=192.168.0.0/24 list=NotTrapsIP

[Mpun cospaHum npasuna NAT, koTopoe coBnagaet ¢ Traps npaBuiamu, Takoe
COEAMHEHNE He nonafath B «HepHbIii CNUCOK» M 6GNOKMPOBATLCS He byaeT.

25
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3. Firewall u 6e3onacHocTb ceTH RGQI s .

3. [locTaTOYHO YacTo Mbl NOJBEPraeMcsi MaCCOBOMY CKaHUPOBaHUIO NOPTOB CO
CTOPOHbI 3/10YMbILLIEHHUKOB

Pelwienne
JleTeKkTupoBaTb CKaHUPOBaHME U 6S10KMPOBATb MCTOYHUKM

/ip firewall filter add chain=input action=add-src-to-address-list in-interface-
list=WAN src-address-list="INotTrapsIP" protocol=tcp psd=10,10s,3,1 address-
list=TrapAddress address-list-timeout=7d comment="Trap for port scanning”
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3. Firewall u 6e3onacHocTb ceTH RGQI s .

- PSD
Weight Threshold: [

|
Delay Threshold: |00:00:10 |
Low Port Weight: |3 |
High Port Weight: |1 |
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3. Firewall u 6e3onacHocTb ceTu

. Real_defconf: Trap for port scanning

1 ctadd... input 6 ftcp) 1724 8 KiB LIS Resources
... Real_defcont: DoS atack detected from single IP
2 ctadd... input 0B 0
i Real_defconf: DoS atack detected from 24 subnet
3 ctadd.  input 08 0 Free Memory: |958.6 MiB
;2 Trap for UDP SIP port i -
& Ctadd. inpu 7. 5060 1n7EIKe 2725 e |l
i Trap for RDP port CPU
5 tadd... input 6 tep) 3389 843 KB 1944 CPU: |ARMv7
.. Trap for WinBox port CPU Court: |2
6 fadd... input 6 ep) 8291 8.1KB 174 :
:1: Trap for SSH port CPU Frequency: | 1400 MHz
7 =t add... input 6 ftcp) 2 7854 KiB 14470
... Trap for Telnet port CPU Load: (1%
8 tadd... input 6 fcp) 23 981.1 KB 24437
:x: Trap for SMB pot Free HDD Space: |35.3 MiB
9 tadd... input 6 tcp) 445 776.1 KiB 18 402
:1: Trap for LDAP port Total HDD Size: |128.3 MiB
10 tadd... input 6 cp) 389 104 KB 225
iz Trap for DNS port Architecture Name: |am
n tadd... input 17 ... 53 60.3MiB 1036317
:1: Trap for SNMP port Board Name: |RB1100AHx4
12 tadd... input 17 ... 161 20.1KB 273 o
-2 Trap for TCP SIF port e = T ntie)
13 ctadd.. input 6 tep) 5060,5061 138 KB 316 Build Time: | Feb/08/2019 11:46:26
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3. Firewall u 6e3onacHoCTb ceTH RGQI s .

B Drop Address from Trap

0 Hdop premuting 5956GB 429405 895 [Milemiaad

;> Drop Address from ScanPort Trap me: [15d 013428
1 dop prerouting 1430.8 KiB 3737 S
:» Drop Address from DoS Atack .

2 K dop prerouting 0B 0 Free Memory: |959.5 MiB

Total Memory: |1024.0 MiB usB
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3. Firewall u 6e3onacHoCTb ceTH RGQI s .

4. Yrpo3a MHOTAia UCXOAUT HE TOMIbKO U3 BHE U HE TOJbKO A1 Hac.

Hala ceTb TOXe MOXeT 6bITb UCTOYHUKOM OMACHOCTY AN BHELWHEro Mupa.

Pelwienne
OTtnaBnuBatb ¥ 6110KMPOBaTb BUPYCHYIO aKTUBHOCTb U3 BHYTPEHHEN CEeTH

/ip firewall filter add action=drop chain=forward protocol=tcp dst-port=25,587,465
connection-state=new out-interface-list=WAN dst-address-
list=!SMTP_External_Servers src-address-list='SMTP_Internal_Servers/Clients
log=yes log-prefix="SMTP Spam" comment=«Drop out SMTP not allow hosts”

/ip firewall filter add action=drop chain=forward protocol=tcp dst-port=445
connection-state=new out-interface-list=WAN log=yes log-prefix="SMB Scan"

comment="Drop out SMB not allow hosts"
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=| 3. Firewall u 6e30nacHocTb ceTH "
Reols

B Address List SMTP_External_Servers Mbl go6aBnsiem agpeca BHewHux SMTP
CepBepoB, Yepes KOTopbie 0TMpaB/sieM NUCbMa.

/ip firewall address-list add address=smtp.gmail.com list=SMTP_External_Servers

B Address List SMTP_Internal_Servers/Clients Mbl fo6aBnsiem afpeca Halmnx
BHYTpeHHUX SMTP cepBep nnu npuBuIErnpoBaHHbIX KIMEHTOB, KOTOPbIM
paspeLleHo OTNpaBfATb NMUCbMa B MUP.

/ip firewall address-list add address=192.168.0.4 list=SMTP_Internal_Servers/Clients

31
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3. Firewall u 6e3onacHoCTb ceTH RGQI s .

5. 3awuTa onybnukoBaHHbIX cepeucoB oT DoS Atack.

PelwieHue

NoBuTb 1 6nokupoBaTts IP agpeca, reHepupytoLime 60bLIOe KONMYECTBO
CcoeIMHEHUI

/ip firewall filter add action=add-src-to-address-list address-list=DoS_Atack_Address
address-list-timeout=1d chain=forward comment="DoS atack detected from single
IP" connection-limit=20,32 connection-nat-state=dstnat in-interface-list=WAN

/ip firewall filter add action=add-src-to-address-list address-list=DoS_Atack_Address
address-list-timeout=1d chain=forward comment="DoS atack detected from 24
subnet" connection-limit=100,24 connection-nat-state=dstnat in-interface-list=WAN
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=| 3. Firewall u 6e30nacHocTb ceTH "
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6. He KpacuBo 3arpsi3HATb YyXUE CETU MYCOPHbIM TPahUKOB, a TaK e NONe3HO
OT/N1aBNMBaTb U 610KUPOBaTb aHOMaJIbHYIO aKTUBHOCTb U3 BHYTPEHHEN CeTH

He nyckaTb Yepes BHeLHMe NHTepdeiicbl Tpapuk npegHasHaueHHbIN 4Ns He
MapLLpPYTU3MPYEMbIX CeTeil

/ip firewall raw add action= drop chain=forward comment="Reject BOGONS routing
over WAN" dst-address-list=BOGONS out-interface-list=WAN log=yes log-
prefix="BOGONS over WAN"

33
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3. Firewall u 6e3onacHoCTb ceTH RGQI s .

/ip firewall address-list

add address=0.0.0.0/8 list=BOGONS

add address=10.0.0.0/8 list=BOGONS

add address=100.64.0.0/10 list=BOGONS
add address=127.0.0.0/8 list=BOGONS

add address=169.254.0.0/16 list=BOGONS
add address=172.16.0.0/12 list=BOGONS
add address=192.0.0.0/24 list=BOGONS
add address=192.0.2.0/24 list=BOGONS
add address=192.168.0.0/16 list=BOGONS
add address=198.18.0.0/15 list=BOGONS
add address=198.51.100.0/24 list=BOGONS
add address=203.0.113.0/24 list=BOGONS
Mopnpo6HocTH Ha https://www.securitylab.ru/blog/personal/aodugin/305208.php



https://www.securitylab.ru/blog/personal/aodugin/305208.php
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4. ToTOBUM KOHUI ANA CBONX HYXA R "
eald

1. HaM Hy>eH yaaneHHbIn JOCTYN K MapLIpyTU3aTopy «Ha BCAKMNIA NOXapPHbI»

PewweHune
Mcnonb3oBaTb pa3pelleHHble IP gna ynpasneHus

/ip firewall filter add action=accept chain=forward dst-port=8291,22 in-interface-
list=WAN protocol=tcp src-address-list=AllowIPRemoteManagement place-before=0

Kak aTum nonb3oBaTtbcs?
B Address List AllowlPRemoteManagement mbl fo6aBnsieM BHewwHee DNS nms

/ip firewall address-list add list=AllowIPRemoteManagement
address=AllowIP.company.com
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2. Bcerpa Heo6X0MMO MMETb pe3epBHble KONUM KoHpuUra

PewweHune
He 3abbiBaeM HaCTPOUTbL aBTOMATMYECKMI1 6ekan yCTPONCTBA, K MPUMEPY Ha MOYTY.
WUcnonbayem ckpunT ¢ wiki.mikrotik.com, HO HEMHOrO U3MEHUB.

/system script add name=Backup_to_email policy=read,write,policy,sensitive,test
source="/system backup save name=email_backup;

:delay 5; /tool e-mail send file="email_backup.backup"
to="backup.mikrotik@realsd.ru" from=mikrotik@company.com body="See attached
file" subject="$[/system identity get name] S[/system clock get time] S[/system clock
get date] Backup”;

:delay 5; /file remove [find name="email_backup.backup"];”
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Kak aTum nonb3oBatbca?

[lns oTnpaBKM NnMceM HEO6XO0LMMO HAaCTPOUTb YUYETHYHO 3anuch.
Mpumep ana mail.ru

/tool e-mail set address=smtp.mail.ru from="Mikrotik Backup"
password=SEmailPassword port=465 start-tls=tls-only user=SEmailUserName

W cospaem pacnucaHue fist 3anycka pe3epBHOro KOMMpoBaHUs

/system scheduler add interval=1d name=Backup on-event="/system script run
Backup_to_email” policy=read,write,policy,sensitive,test start-date=jan/01/1970
start-time=00:00:00
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3. CeTeBoe 060pya0BaHNE HEOOXOAMMO MOHMTOPUTL. OBbIYHO ANIA 3TOrO
ucnosbsyerca SNMP.

PewweHune
MoarotoBum napameTpbl SNMP ans cBoen CUCTEMbI MOHUTOPUHTa:

/snmp community set [find default=yes] name=SCommunityName security=private
authentication-password=SAuthPass authentication-protocol=SHA1 encryption-
password=SEncrPass encryption-protocol=AES

/snmp set enabled=yes trap-community=SCommunityName trap-version=3 engine-
id=[/interface ethernet get number=0 mac-address]
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5. MuHMManbHas HacTpoiika QoS R ¥
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B ManbIx MHCTaNAAUMUsSX HEO6XOAMMO He CTO/IbKO OrPaHN4YUTb CKOPOCTb, CKOJIbKO
NPUOPUTM3UPOBATL BaXXHbIN TpahUK 1 MUHUMU3UPOBATH BO3ENCTBUE HA HETO
MEHEee BaXXHOrO.

Pewenune

Bbinenutb Hanbonee BaXKHbIN Tpahuk M NpoMapkupoBaTb ero. HayHem ¢
ynpasnstouero Tpapuka

/ip firewall mangle

add action=mark-connection chain=prerouting connection-state=new dst-
port=8291,22 new-connection-mark=ManTraff_conn passthrough=yes protocol=tcp

add action=mark-packet chain=prerouting connection-mark=ManTraff_conn new-

packet-mark=ManTraff_Packets passthrough=no
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add action=mark-connection chain=prerouting connection-state=new dst-address-
list=SIP_External_Servers new-connection-mark=SIP_Conn passthrough=yes src-
address-list=SIP_Internal_Servers/Clients

add action=mark-connection chain=prerouting connection-state=new dst-address-
list=SIP_Internal_Servers/Clients new-connection-mark=SIP_Conn passthrough=yes
src-address-list=SIP_External_Servers

SIP

add action=mark-packet chain=prerouting connection-mark=SIP_Conn new-packet-
mark=SIP_Packets passthrough=no
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add action=mark-connection chain=prerouting connection-state=new dst-port=53
new-connection-mark=DNS_conn passthrough=yes protocol=tcp

DNS

add action=mark-connection chain=prerouting connection-state=new dst-port=53
new-connection-mark=DNS_conn passthrough=yes protocol=udp

add action=mark-packet chain=prerouting connection-mark=DNS_conn new-packet-
mark=DNS_Packets passthrough=no

HTTP

add action=mark-connection chain=prerouting connection-state=new dst-
port=80,443 new-connection-mark=HTTP_Conn passthrough=yes protocol=tcp

add action=mark-packet chain=prerouting connection-mark=HTTP_Conn new-packet-

mark=HTTP_Packets passthrough=no
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add action=mark-connection chain=prerouting connection-state=new dst-port=3389
new-connection-mark=RDP_Conn passthrough=yes protocol=tcp

RDP

add action=mark-packet chain=prerouting connection-mark=RDP_Conn new-packet-
mark=RDP_Packets passthrough=no

Becb ocTanbHoii Tpaduk

add action=mark-connection chain=prerouting connection-state=new connection-
mark=no-mark new-connection-mark=0ther_traff_conn passthrough=yes

add action=mark-packet chain=prerouting connection-mark=0ther_traff_conn new-
packet-mark=0ther_traff_packets passthrough=no
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Ansa SIP Tpaduka co3naem oTAENbHbIN TUN 0Yepeaei

/queue type add kind=pcq name=SIP pcg-classifier=src-address,dst-address,src-
port,dst-port pcq-dst-address6-mask=128 pcq-rate=160k pcqg-src-address6-
mask=128 pcq-limit=10KiB

CospaeM npocTeiLyro oyepeab C NpuopuTeTaMm
/queue simple
add dst=ether1 name=ISP1 target=bridge1 total-max-limit="$InetSpeed"

add dst=ether1 name=SIP target=bridge1 packet-marks=SIP_Packets parent=ISP1
priority=1/1 total-queue=SIP total-max-limit=10M

add dst=ether1 name=ManTraff target=bridge1 packet-marks=ManTraff_Packets

parent=ISP1 priority=2/2 total-max-limit=10M
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add dst=ether1 name=DNS target=bridge1 packet-marks=DNS_Packets parent=ISP1
priority=3/3 total-max-limit=10M

add dst=ether1 name=RDP target=bridge1 packet-marks=RDP_Packets parent=ISP1
priority=4/4 total-queue=pcq-download-default total-max-limit=10M

add dst=ether1 name=HTTP target=bridge1 packet-marks=HTTP_Packets
parent=ISP1 priority=6/6 total-queue=pcq-download-default total-max-limit=10M

add dst=ether1 name=0ther target=bridge1 packet-marks=0ther_traff_packets
parent=ISP1 priority=7/7 total-queue=pcq-download-default total-max-limit=10M

Kak 3aTum nonb3oBaTtbca?

Bo Bcex oyepeasx usMeHutb napametp total-max-limit napameTp Ha 3HayeHue
BalLen CKOPOCTM KaHana. Mo ymonyanuto 10 méut/c. PaboTaeT Ha CUMMETPUYHBIX

KaHaJoB.
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6. LLIabnoubl ans 6bICTPOro 3anycka R 3
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1. TpyaHO NpefcTaBMTb COBPEMEHHDIN 0UC 6€3 yaaNeHHOro A0CTYNa, a 3HauuT
6e3 VPN.

Pelwienne

Hactpoutb VPN cepBep. CaMblil NpOCTON M YHUBEPCaNbHbIA MPOTOKON A4 3anycKa
L2TP over IPSec. HauHeM ¢ noAroToBKM:

/interface list add name=VPN_L2TP_Users comment="Real_DefConf”;
/ip pool add name="VPN_Users" ranges=10.255.255.0/24 comment="Real_DefConf";

/ppp profile add name=L2TP_Profiles local-address=10.255.255.1 remote-
address=VPN_Users address-list=VPN_L2TP_Users interface-list=VPN_L2TP_Users
change-tcp-mss=yes use-compression=no use-encryption=no only-one=yes;
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3anyckaem cam cepBep:

/interface |2tp-server server set enabled=yes default-profile=L2TP_Profiles
authentication=mschap2 use-ipsec=required ipsec-secret="SVPNPSK" caller-id-
type=number;

Firewall, HacTpanBaem paspeluatouime npaBuna:
/ip firewall filter{

add chain=input action=accept protocol=udp port=1701,500,4500 place-
before=[find where comment="drop all not coming from LAN"] comment="Allow port
for L2TP server"

add chain=input action=accept protocol=ipsec-esp place-before=[find where
comment="drop all not coming from LAN"] comment="Allow esp protocol for

L2TP/Ipsec server”

%
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CospaHue VPN nonb3oBatens:

/ppp secret add name=user1 password=passuser1 profile=L2TP_Profiles
service=12tp

PPP Secret <user1>

Name: K
Password: passuserl ‘A ancel
Service: ||2p ¥
Caller ID: v

-

g
EEEE EIE

Profile: | L2TP_Profiles J

Local Address: |+

Remote Address: -
Routes: i
Limit Bytes In: -

Limit Bytes Out: ‘ bt

Last Logged Out:

|enab|sd
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2. Y Kaxpgoro nonb3oBatens opuca umeetcs ot 1 10 3 MOGUNbHBIX YCTPOWCTB,
pa6oTatowwux ¢ WiFi. Ham HyxxHa WiFi ceTb Ha Bceii TeppMTOpUN KOMNAHUN.

Pelwienne

Hactpoutb CAPSMAN u ncnonbsoBatb Heckosibko WiFi Toyek. HauyHeM ¢ yacTorT:
/caps-man channel {

add band=2ghz-g/n control-channel-width=20mhz extension-
channel=disabled frequency=2412,2437,2462 name=2.4Channels reselect-
interval=1d tx-power=20

add band=5ghz-n/ac control-channel-width=20mhz extension-
channel=Ce frequency=5180,5220,5260,5300,5680,5745,5785 name=5Channels

reselect-interval=1d tx-power=20 skip-dfs-channels=yes

}
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HacTpoum moaynsaumu:

/caps-man rates add name=StandartDataRates basic=1Mbps,6Mbps ht-basic-
mcs=mcs-0,mcs-1,mcs-2,mcs-3,mcs-4,mcs-5,mcs-6,mcs-7 ht-supported-mcs="mcs-
0,mcs-1,mcs-2,mcs-3,mcs-4,mes-5,mes-6,mces-7,mcs-8,mcs-9,mes-10,mcs-11,mcs-
12,mcs-13,mcs-14,mcs-15"
supported="1Mbps,2Mbps,5.5Mbps,11Mbps,6Mbps,9Mbps,12Mbps,18Mbps,24Mbps,
36Mbps,48Mbps,54Mbps"” vht-basic-mcs=mcs0-7 vht-supported-mcs=mcs0-9,mcs0-9

HacTpoum npodunb 6€30MacHOCTH:

/caps-man security add authentication-types=wpa2-psk encryption=aes-ccm group-
encryption=aes-ccm disable-pmkid=yes name=0fficeNetPass
passphrase="§PassOffice"
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HacTtpoum access list pns nepexknryeHna Mexay To4KamMu:

/caps-man access-list {

add action=accept allow-signal-out-of-range=5s disabled=no
interface=any mac-address=00:00:00:00:00:00 signal-range=-75..0 ssid-regexp=

add action=reject allow-signal-out-of-range=always disabled=no
interface=any mac-address=00:00:00:00:00:00 signal-range=-120..120 ssid-regexp=

}

HacTpoum npaBuna notoka Tpaduka:

/caps-man datapath add client-to-client-forwarding=yes local-forwarding=yes
name=0fficeNet



% ./}
Mikror ik

()
6. LLlabnoHbl gnsa 6biCcTpPOro 3anycka R ¥
calv

Co3paaum caMu KoHdUrypauum ans npumeHeHns Ha WiFi Toukax:

/caps-man configuration {

add channel=2.4Channels country=russia3 datapath=0fficeNet
distance=indoors guard-interval=long max-sta-count=32 mode=ap multicast-
helper=default name=0fficeNet2 rates=StandartDataRates rx-chains=0,1
security=0fficeNetPass ssid="$SSIDOffice-2.4Ghz" tx-chains=0,1

add channel=5Channels country=russia3 datapath=0fficeNet
distance=indoors guard-interval=long max-sta-count=32 mode=ap multicast-
helper=default name=0fficeNet5 rates=StandartDataRates rx-chains=0,1
security=0fficeNetPass ssid="3SSIDOffice-5Ghz" tx-chains=0,1

}
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HacTpanBaem aBTOKOH(MIrypaLio B CETH:

/caps-man provisioning {

add action=create-disabled hw-supported-modes=gn master-
configuration= OfficeNet2 name-format=prefix-identity name-prefix=2Ghz

add action=create-disabled hw-supported-modes=ac master-
configuration= OfficeNet5 name-format=prefix-identity name-prefix=5Ghz

}

N HakoHel BKntoyaem CAPSMAN:
/caps-man manager set enabled=yes
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HacTtoika CAP:

/system reset-configuration caps-mode=yes

Mocne nepesarpy3ku 060pya0BaHNUs yCTaHABIMBAEM NOHATHOE UMS:

/system identity set name="CAP1"

[lns 6e3onacHOCTH yCTaHaBNMBaeM NOTUH U NapOonb M OTK/IKOYAeM BCE JIMLLHEE.

OcTaeTcs TONIbKO BKJILOUYNTb CO3[,aHHbIe NPK aBTOKOHGUTypaLmn uHTepdencol Ha
KOHTponnepe.

56
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OcTanocb I,ZI,OF)a6OTaTb HalMM/1IbHUKOM
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3. He Bcem WiFi nonb3oBaTensiM He06xo04MM AOCTYN B KOPNOPATMBHYHO CETb,
MHOMMM JOCTaTOYHO NMPOCTOro Hanuuusa cetn UHTepHer.

Pelwienne

HacTtpoutb Ha yxe coszgaHHoM CAPsSMAN roctesyto WiFi ceTb ¢ 4OCTYNOM TONbKO B
WHTepHerT.

CospanuM oTaenbHblii bridge ans rocTei:
/interface bridge add name=bridge10;
/ip address add address="SGuestSubnet.1/24" interface=bridge10;
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Ham HyxeH oTaenbHbin DHCP cepBep Ha rocteBom bridge:

/ip pool add name="wifi-guest-dhcp" ranges="$GuestSubnet.20-SGuestSubnet.254
comment="Real_DefConf";

/ip dhcp-server add name=Real_DefConf address-pool="wifi-guest-dhcp"
interface=bridge10 lease-time=3h disabled=no;

/ip dhcp-server network add address="SGuestSubnet.0/24"
gateway="$GuestSubnet.1" comment="Real_DefConf";
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HanpaBuM Bcex rocteii B 0TAeNbHY TabanLy MapLipyTUsauum 1 cosgagum
MUHWUMaNbHbI Ha6op MapLLIPYTOB:

/ip route rule add action=lookup-only-in-table interface=bridge10 table=WiFi_Guest;
/ip route {

add dst-address="SGuestSubnet.0/24" gateway=bridge10 routing-mark=WiFi_Guest;
add dst-address="SWANIP/SWANIPprefix" gateway=ether1 routing-mark=WiFi_Guest;
add dst-address=0.0.0.0/0 gateway="SWANGW" routing-mark=WiFi_Guest;

}
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Mpuctynum Kk HacTpoiikam CAPSMAN:

HacTpoiikun kaHanoB, MOAYNSALMIA U NIUCTbI LOCTYNA Y Hac YXe ecTb.
Ham HyXHbl HaCTPOMKM NOTOKA JaHHbIX:

/caps-man datapath add bridge=bridge10 client-to-client-forwarding=no local-
forwarding=no name=GuestNe

Mpodunb 6e30MacHOCTY:

/caps-man security add authentication-types=wpa2-psk encryption=aes-ccm group-
encryption=aes-ccm disable-pmkid=yes name=GuestNetPass
passphrase="§PassGuest"
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N KoHdurypauum:

/caps-man configuration {

add channel=2.4Channels country=russia3 datapath=GuestNet
distance=indoors guard-interval=long max-sta-count=32 mode=ap multicast-
helper=default name=GuestNet2 rates=StandartDataRates rx-chains=0,1
security=GuestNetPass ssid="$SSIDOffice-Guest" tx-chains=0,1

add channel=5Channels country=russia3 datapath=GuestNet
distance=indoors guard-interval=long max-sta-count=32 mode=ap multicast-
helper=default name=GuestNet5 rates=StandartDataRates rx-chains=0,1
security=GuestNetPass ssid="$SSIDOffice-Guest" tx-chains=0,1

}
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JlobaBnsieM KOHGUrypaLum K Halleid aBTOHaCTPOMKE:
/caps-man provisioning {

set [find master-configuration=0fficeNet2] slave-
configurations=GuestNet2

set [find master-configuration=0fficeNet5] slave-
configurations=GuestNet5

%

locTteBad Wifi ceTb rotosa
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3. C pocToM nonynsapHOCTW 1 gocTynHocTy IP TeneoHnm coBpeMeHHble oduChbl BCe
yauie 06opyf0BaHbl UMeHHO IP TenedoHamu, Npu 3TOM HEOOXOAMMO HacTpanBaTb
KaXxAbl annapaT AN paboTbl ¢ ohucHow unm BupTyanbHon ATC.

MpakTuuecku no6oii IP TenedoH ymeeT nosyyaTb HEOOXOAUMbIE HACTPONKM MO
CeTu, caMblil yHuBepcasbHblii cnocob yepes TFTP. Ham HyxeH TFTP cepsep.

/ip tftp add ip-addresses="SSubnetAccess.0/24" real-filename=/TFTPFolder reg-
filename=.*

64
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CospaHue nanku pas xpaHeHUs KOHQUrypaLmMoHHbIX Gaiinos
:local Folder TFTPFolder;
/ip service set ftp disabled=no;

/user group add name=onlyftp policy=ftp,read,write;
/user add name=ftp password=ftp group=onlyftp;

/ip firewall filter add action=accept chain=input src-address=127.0.0.1 place-
before=[find comment=\"Real_DefConf: drop all not coming from LAN\"]
comment=\"For folder created\";

/file print file=temp;
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/tool fetch address=127.0.0.1 mode=ftp user=ftp password=ftp src-path=temp.txt
dst-path=(SFolder."/temp.txt");

.delay 2;

/file remove temp.txt;

/file remove (SFolder."/temp.txt");

/ip firewall filter remove [find comment="For folder created"];
/user remove ftp;

/user group remove onlyftp;

/ip service set ftp disabled=yes;
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Yepes DHCP onuuu coobwum TenedoHam, yto B cetn umeetca TFTP cepep 1 K
KaKoMy ip He06X0AMMO NOAKIOYNTLCA NS NOMCKA KOHGUIypauuoHHbIX GannioB

/ip dhcp-server option add code=66 name=66_TFTP_Server value="s'192.168.203.1"

/ip dhcp-server option add code=150 name=150_TFTP_Server
value="s'192.168.203.1"

/ip dhcp-server network set [find address="SSubnetAccess.0/24"] dhcp-
option=66_TFTP_Server,150_TFTP_Server

[eHepupyem u Konupyem koHpuru B nanky TFTPFolder, nepesarpyxaem TenedoHsi
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File List
(=] [7) [5)/@) [ e || et | [ v g
|Fie Name ¢ |Type | Size |Creatim Time hd
[Dfash disk Jan/01/1970 03:00:05 |
[(Dfash/TFTPRoot directory Dec/11/2018 12:16:36
= flash/TFTPRoot/805ec00ab85... cfgfile 172B Dec/11/2018 15:46:39
= flash/ TFTPRoot/805ec00ab8% ... cfg file 1748 Dec/11/2018 194701
=) Alash/TFTPRoot/305ec00ab86... cfg file 164 B Dec/11/2018 19:47:17
= flash/TFTPRoot/805ec00ab87 .. «cfg file 164 B Dec/11/2018 15:47:39
=1 flash/TFTPRoot/805ec00aba8... cfgfile 166 B Dec/11/2018 15:47:57
=l flash/TFTPRoot/805ec00ab39... .cfg file 1688 Dec/11/2018 19:48:11
(5| lash/TFTPRoot/805ec00ab8af .. cfg file 162B Dec/11/2018 19:48:26
=1 lash/TFTPRoot/805ec00ab90... «cfg file 164 B Jan/11/2019 12:28:56
=1 flash/TFTPRoot/805ec00ab%4... cfgfile 1688 Dec/11/2018 15:48:42
(= Alash/TFTPRoot//y0000000000... .cfg file 4350B Dec/11/2018 15:36:54
[DRash/skins directory Jan/01/1970 03:00:01
13 items 11.7 MiB of 16.0 MiB used 26% free




/. YTO CO BCEM 3TUM

& N N
Mikrorik &



Q: ] |
Mikror ik

=| 7.Yrto co BCeM 3TUM aenartb? s N
Real

«Konunactutb» Kaxblil pa3 He y06HO U J0NrO.

[pu pyyHOM NepeHoce HAaCTPOEK BO3MOXHbI ONeYaTKn 1 OLIUGKM.

& %
<script type="text/javascript">

alert("Ipuser, Oew=Kon!"):
</script>
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:local localSubnet "10.0.0";

‘local Systemldentity "RealMikrotik_GW";

:local AdminUser "newadmin";

:local AdminPass "adminpass";

:local AllowIPRemoteManagement "allowip.company.com”;

:local WANConnect "static";

:local WANIP "1.1.1.2";

:local WANIPprefix "29";

:local WANGW "1.1.1.1"%

:local WANDNS "8.8.8.8,8.8.4.4";
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:local Queuesinstall 1;

:local InetSpeed "50000000";

:local BackupSend 1;

:local SMTPServer "smtp.mail.ru”;

‘local SMTPPort "465";

:local SMTPUser "mikrotik@company.com";

‘local SMTPPass "mailpass";

:local SMTPTLS "tls-only";

:local SMTPFrom "Mikrotik Backup";

:local BackupToEmail "backup.mikrotik@company.com";

12
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:local NTPUpdate 1;

:local ntpsrv1 "0.ru.pool.ntp.org";

:local ntpsrv2 "1.ru.pool.ntp.org";

:local VPNInstall 1;

:local VPNPoolSubnet "10.1.0";
:local VPNPSK "hyvZmRoFoXBzXcBghdh6hdP66S7LKbaw";
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:local CAPsMANInstall 1;

:local SSIDOffice "OfficeNet";

:local PassOffice "wifiofficepass";
:local CAPsMANGuestNetInstall 1;
:local SSIDGuest "GuestNet";

‘local PassGuest "wifiguestpass";
‘local GuestSubnet "10.2.0";



% ./}
Mikror ik

7. YTo co BceM 3TUM penathb? s .
RealV

:local TFTPInstall 1;

:local Folder "TFTPRoot";

:local SubnetAccess "10.0.0";

:local SNMPInstall 1;

:local CommunityName "NotDefault"

:local EncrPass "EncrPass"

:local AuthPass "AuthPass"




CospgaHue Bridge, yctaHoBka Admin MAC 1 gobasneHune B HEro NOpToB

:log info "Start Bridge created";
rdo {
/interface bridge {
add name=bridgel priority=0x1000 comment="Eeal DefConf"”
:local adminmac;
:local etherlmac "3 [/interface ethernet get number=0 mac—address]";
:if ([:pick Setherlmac 16 17]1=0) do={
:if ([:pick Setherlmac 15 16]~"[2-F]") do={
:set adminmac "S[:pick Setherlmac O 15157
} else={

LD

:set adminmac "5 [:pick Setherlmac 0 15]%([:tonum [:pick Setherlmac 15 1617 — 1)"

}
:set adminmac ("Sadminmac"."F")
} else |
:if ([:pick Setherlmac 16 17]~"[2-F]") do={
:set adminmac "5 [:pick Setherlmac 0O 16]15";
} else={

Lr

:set adminmac "$[:pick Setherlmac 0 16]5([:tonum [:pick Setherlmac 16 17]] - 1)"

1
set bridgel auto-mac=no admin-mac=5adminmac;
bi
:foreach k in=[/interface find where ! (slave=yes || name="=therl" || name~"bridg=1")] do={
:local tmpPortName [/interface get 5k name];
:log info "port: StmpPortMams";

/interface bridge port add bridge=hridgsl interfacs=5tmpPortName commsnt="Resal DefConf”

by

} on—error={:log warning "Error create bridgs"};

.

LT



YcTaHoBKa NnokanbHbIX CETEBbIX HacCTpoOeK

:do {

/ip address add address: 1/24" interface= b idgel comment:

comment=

/ip pool add name=" ranges=" 4 7
/ip dhcp-server add nam eal DefcConf address- poo " interface=bridgel lease-time=72h disabled=no;
/ip -server network add address—"’ gateway="51c 1" comment="5S "
:if (SWANConnect != "s ") do {

:log error message="E I t inst
} else {

:if (SWANConnect = "st do {

:do {
/ip address add address="SWA " interface=etherl comment= H

/ip firewall address-list add 115t I " address="
/ip route add dst-address=0.0.0.0/0 gateway=
/ip dns set servers:
} on-error={:log error
} else {
:do {
/ip dh

ipt="\r\
\"WAN_ISP1_TIP1\"]\r\

ient add interface

\"lease-address\" \"RealDefConf: WAN IP from DHCP clinet on etherl\"

"RealDefConf: WAN IF from DHCP clinet on etherl\"]\r
"lease-address\")
“lease address\"\r\

\"Multiple address found\"\r\

\"RealDefConf: WAN IP from DHCP clinet on etherl\"]\r\

\n}:
:log info "DHCE
} on-error={:log error
b
b

} on-error={:log error




HacTpolika otaensHon Tabnuubl MappyTtnsaumm ans rocteson WiFi cetu npu
ncnonb3osaHum DHCP Ha WAN nopty

:local script [/ip dhcp-client get value-name=script [/ip dhcp-client find where comment="35Com
/ip dhcp-client set [/ip dhcp-client find where comment="5CcC ef"] script=$scriptir\
\n:local rmark \"WiFi G LAY AY
\n:local WanNet [/ip address get value-name=network [/ip address find where interface=etherl dynamic=yes]];\r\
\n:local count [/ip route print count-only where comment=\"W \" routing-mark=\Srmark];\r\
\n:local countnet [/ip route print count-only where comment=\"% T\" routing-mark=\sSrmark];\r\
\n:if (\Sbound=1) do={\r\
\n :if (\Scountnet = 0) do={\r\

\n /ip route add dst-address=\"'SWanNet\" gateway=etherl comment=\"W \" routing-mark=\Srmark;\r\
\n } else={\r\

\n :if (\Scountnet = 1) do={\r\

\n :local test [/ip route find where comment=\"W " routing-mark=\S$rmark];\r\
\n :if ([/ip route get \Stest dst-address] != \" ) do={\r\

\n /ip route set \Stest dst-address=\"\:

\n [T AN

\n } else={\r\

\n rerror \"Multiple routes found\";\r\

\n [

An o s

\n :if (\Scount = 0) do={\r\

\n ldress\" comment=\"W " routing-mark=\Srmark; \r\
\n } else {\r\

\n :if (\Scount = 1) do={\r\

\n :local test [/ip route find where comment=\"u " routing-mark=\Srmark];\r\
\n :if ([/ip route get \Stest gateway] != \S\' sW") do={\r\

\n /ip route set \Stest gateway=\S\"gate

\n [ A

\n } else={\r\

\n rerror \"Multiple routes found\";\r\

\n JA A

An RAr\

\n} else={\r\

\n /ip route remove [find where comment=\"
\n /ip route remove [find where comment=\"
\n};

"

routing-mark=\Srmark] ;\r\
" routing-mark=\Srmark];\r\




Cnacu6o 3a BHUMaHue!

Bonpocbi?

MonHaga Bepcus ckpunta
https://nc.realclouds.ru/index.php/s/RT5ykgZd54anCDo
[Mpe3eHTauus
https://nc.realclouds.ru/index.php/s/iwbgTeNLAdEZzZwW5

KOoHTaKTbI
E-mail moroz@llcreal.ru
Telegram @AntonMoroz_LLCReal
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